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Autonomous Privacy Project

The only one that can guarantee your privacy and data on your devices and communications through
email is you. Secure email. Secure files. Secure data before cloud upload.

This is a FREE, simple and unbreakable way.

Whitenoise is a one-time-pad. https://en.wikipedia.org/wiki/One-time pad

Whitenoise is patented globally including Canada, the United States of America, India and China.

This FREE security program supports English, French, Spanish, Portuguese and Chinese languages.

Installation and Usage guide for the Whitenoise Email Attachment and
File Encryptor
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Start

You have downloaded the Free Whitenoise Email Attachment and File Enryptor as a zip file.

Click on the Autonomous Privacy Project zip file to open it.

Autonomao...

You see two folders.

Mame

FREE Whitenoise Decryptor
FREE Whitenoise Strong Encryptor

Click on the FREE Whitenoise Strong Encryptor folder. (After you install this program return here and
install the FREE Whitenoise Decryptor.

Mame Type

B setup Application

Run setup.exe

You will note that on install a User Account Control dialog box will come up showing that Whitenoise
Laboratories Canada Inc. is a recognized publisher and has code signed the application for integrity and
safety of install.

Follow the instructions on the install utility.

Click the Next button.
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w Whitenoise email strong encryptor Install Program = 2|

Welcome to the Whitenoise email strong
encryptor Install program.

This program allews you to install Whitenoise email strong encryptor
on your hard drive.

It iz strongly recommended that before proceeding, you ensure that
ne other Windows programs are running.

If you do net wish to install Whitenoize email streng encryptor, click
Exit' now, otherwise click "Next’ to continue.

Highlight “I agree with the above terms and conditions” to continue.

License
Please read the license agreement below. This program is FREE.

Please read the license agreement below and select "l Agree” if you agree with its terms
and conditions.

This program is free as a contribution to the Autonomous Privacy Project.

»

Individuals, wvendors, bloggers and social media users are free to share this program
and decryptor and post links on yvour sites to exchange between persons in the United
States and Canada without restriction and as is.

m

All other jurizdictions require permitting for regulated strong encryption security
technologies.

'::} | agree with the above terms and conditions

i@ | do not agree




e
whitenoise

technologies

Click Next

License

Pleaze read the license agreement below. This program is FREE.

Please read the license agreement below and select "l Agree” if you agree with its terms
and conditions.

This program is free as a contribution to the Autonomous Privacy Project.

»

Individuals, vendors, bloggers and social media users are free to share this program
and decryptor and post links on your sites to exchange between persons in the United
States and Canada without restriction and as is.

m

All other jurizdictions require permitting for regulated strong encryption security
technologies.

(@) | agree with the above terms and conditions

) I do not agree

| <Back || nNet> || Ext |

Next you are provided information on space requirements and where the program is to be installed.

Click Next.

Directory
Choose an installation folder and click Next to continue.

Whitenoizse email strong encryptor's files will be instaled in the following directory:

C:AProgram FilesWWhitencise email strong encryptor C]
Disk space needed : 41 M
Available disk space : 5354 Mb

Click "Mext’ to continue.

<Back | [ MNext= | [ Exi
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Click Start button.

Confirmation
“ou are now ready to install Whitenoize email strong encryptor.

This program will inzstall Whitenoise email strong encrypter into C:\Program Files\Whitenoize
email strong encryptor.

Click "Start’ to install Whitencise email streng encryptor.

<Back | | st | [ Exi

You see installation progress.

Installing
Installation in progress, please wait.

File : CAProgram Files\...\Uninstal.exe

2%

= Back || Next = |[ Cancel
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Install is complete.

End
Installation completed.

Whitenoise email strong encryptor has been successfully installed.

Click the following butten if you want to see the latest information concerning Whitenoise
email strong encryptor :

d_Use of Whitenoize Email_£

Select the following option if you want Whitencise email =strong encryptor to be launched
after exiting this install program :

Launch Whitencise email strong encryptor

= Back Next = Exit

The install program you have just used is from Click Team.

Click Exit. The application will come up automatically for immediate testing and use.

;? - x
E—— T = e i

Clickteam Install Creator

Copyright ® 1998-2011 Clickteam

hitp:/fwwew . clickteam.com

This install program has been created with the freeware version of Clickteam Install Creator, a
simple and powerful install maker.

Wisit our Web site and discover Clickteam Install Creater as well as our game and multimedia
creation tools.

P& the product you have just installed has not been created by Clickteam, please directly
contact its author or publisher for any question about it.
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Encrypting a file

Email communications are far more secure attaching an encrypted file to an email rather than relying on
the encryption of the entire email which provides crib information for hacking and which often relies on
flawed PKI implementations.

This utility can also be used to encrypt files that you intend to leave on your computer in a secure state.

If you chose Launch on completion the encryption program will come up automatically. If you did not
chose Launch click on the application icon on your desktop.

Whitenoise
strong em...

Click the Add button to select a file you wish to encrypt.

File Edit Tools Help

- m

Add Hide

Mame | Size | Path | Encreption Time [zec] | BPS | Key Setup Time [zec]

4 1 3

Files: 0
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The Windows Explorer dialog box comes up and a file(s) is chosen for encryption. In this example it is on

the desktop and it is called “decryptor link”.

Click the Select button when you have chosen a file you want to encrypt and forward.

MName Type Compressed size Password .. Size

(=5 SETUP Application 3326 KE Mo

@ Email Attachment Encryptor | = E 2 |

File Edit Tools Help

& Open | 28 dl
+ .
add Look in: I Pl Deskiop ¥ Er _||

Name =] 1w9¢ks A

Cyber_Belt_Presentation_sh...
Adobe Acrobat Document
1.44 MB

decryptor link
Document Microsoft Office ...

109 KB
~  DEFCOM Black HAT Challen

File name: Idecwptor limk

Fes of type:  [Allfies (~-) =l ﬂl

1 |

<

Files: 0
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Below, you can see the file “decryptor link” has been added to the Encryptor dialog box.
You see the file name, file size, and its location/path.

Click the Encrypt button.

Email Attachment

File Edit Tools Help

BB 5 | v

add Remove Encrypt Reset Hide : .,.«..

Marme Size | Path Encryption Time [zec]| BPS | Key Setup Time [zec)
decryptor ink.docx 10KEB  CA\Users\GrappohDesktopdecryptor link.docs

A dialog box “Enter Passphrases” comes up.

These can accept up to 64 bit pass phrases. Using dual pass phrases exponentially increases the strength
of the passphrases using Microsoft recommendations of 8 characters, capital letters, regular letters and
numbers and special characters. See http://www.wnlabs.com/products/emailenc.php to learn how

Whitenoise keys are constructed, why they are so strong, and how your passphrases perturb a key
schedule.

Email Attachment

File Edit Tools Help

3 N ) Tl

add  Remove Enerypt Reset Hide .@,M.

Hame Size | Path Encryplion Time [sec)| BPS | Key Setup Time [sec)
decryptar link.dacx 10KB  CiiUsers\GrappetDesktophdecrptor link.docx

& Enter Passphrases = =

Labaratories, Tnc.

Securing tive Worlds Information

Pleass snter the 2 Passphrases enactly as required. [CASE DOES MATTER]

Passphrase 1:
Passphrase 1
Passphrass 2

Confirm Passphrase 2

Key

|Dsfauit Key -1
Output File:
DUTPUT.wha Browse

0K Cancel |



http://www.wnlabs.com/products/emailenc.php
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Enter the two pass phrases that you have previously agreed upon with your confidante and intended
recipient.

Repeat the second pass phrase for confirmation.
CRITICAL: You must choose and provide an output file name for the file after encryption. Click the
browse button and enter an encrypted file output name.

I

We have given this example the name of “testencryption”. Notice the Whitenoise file extension .wna .

Click the Save button.

You can see the output pathway and file name to be created for the encrypted file in the field Output
File.

Click OK to encrypt the file.

Email Attachment

File Edit Tools Help

BB 5 v

Add Remove Encrypt Reset

Mame Size | Path Encrpption Time [zec) | BPS | Key Setup Time [sec]
decryptor link.docs 10KE  C:\Users\GrappotDesktophdecrptor link. docs

@ Enter Passphrases = B

Laboratories, Tnc,
Sevorieg the Worlds Inforiation
Pleaze enter the 2 Passphrases exactly az required. [CASE DOES MATTER]

Paszphraze 1:

|andre

Passphragze 1:'andre’
Fazsphraze 2

[r—

Confirm Pazsphrasze 2:

[rem—

ey

|Default Ky j
Output File:

C:\Ugers\GrappohD eskiophtestenciuption.wna Browse

0K | Cancel |
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Whitenoise is data agnostic and encrypts at the top speed any machine or device or chip can achieve.
This is because after key load Whitenoise uses the fastest function available on any computing device.

In this example the file encrypted in .0002 seconds at 313 million bits per second on an older Pentium
Dual Core. That is still much faster that any other encryption algorithms.
https://www.cryptopp.com/benchmarks.html

It is easy to see that Whitenoise is much, much faster than alternatives as well as having the
unbreakable characteristic of one-time-pads.

The key setup time was .005 seconds.

On a Sequor server with lockless programming Whitenoise encrypts at approximately 1.5 gigabits per
second which is faster than the fastest Google fiber download speeds.

http://www.sequorsystems.com/products/speed

When deployed from microprocessors Whitenoise is even more impressive. It processes two bytes per
clock cycle. Conversely the fastest RSA algorithm Spritz requires 27 clock cycles to process one byte and
54 clock cycles to process 2 bytes.

Email Attachment

File Edit Tools Help

Reset

e Btk

MHame Size | Path Encryption Time [zec) BFS | KeySetup Time [sec)
decptor ink.docx 10KE Chlzers\GrappotDeszktophdecyptor ink.doce 0000284952417 N3 18 0.00506324927 06



https://www.cryptopp.com/benchmarks.html
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To send the file, use your email application normally and simply select the encrypted file as an
attachment and send.

re encrypted email attachment -

i el
\/l Message { Insert Options Format Text Developer

& Cut i - @ @ ﬂ |T_/@\I @ |Z Y 4 permission - %

53 Copy ¥ High Importance
Paste |B I U HEE}- A-” Address Check || Attach Attach Business Calendar Signature | Follow Spelling
- 3FulmalFalnlel = = Book Mames File fem Card~ - Up~ 1§ Low Importance -
Clipboard I Basic Text [ Mames Include ] Options [ | Proofing
This message has not been sent.
[ To... ]|AndrEErisson‘
Cee] |
Subject: |se(ure encrypted email attachment
Attached: | [ testencryptionwna (11 KE)
I S - R - R A B - S A - R A B ' N | 10

Hi
You can get this encryption program for FREE by going to:

www.whilabs.com/downloads/AutonomousPrivacyProjectEmailStrongEncryptor.zip

You can get the FREE decryption program by going to:

www.whlabs.com/downloads/FREE Decryptor.zip

Individuals, bloggers, social media users and vendors are free to pass on the link for the free security software to persons in the United States and Canada,
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Decrypting the file

The recipient can download the entire application, or just the decryptor, for FREE at www.wnlabs.com
and do the simple installation.

When the email is received with the encrypted attachment the recipient will save it to their desktop or
simply double click on the file to bring up the decryptor application.

Decrypt from desktop

Go to the desktop and click on the encrypted file. Note the icon of an envelope with a lock.

The decryptor dialog box appears.

Enter your pre-agreed pass phrases and Click Decrypt.

Whitenoiselabs
@ e-Mail attachment decryptor

Fleaze enter the 2 Passphrases exactly as required. [CASE DOES MATTER]

Pazzphraze #1

- |

Pazzphraze #2

BT R |

testencrypt...

Decryption Key |D efault Key ﬂ

Language Decrpt | Cloze About |
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Decrypt and encrypted attachment directly from the email

@ 9 G e ure encrypted email attachment - Message (HT_
T
— Message Insert i

Options Format Text Developer
s " . -
Cut Sl ol P S
B . : aioi -1 - |[A &= =2 ﬁ @l @ o ==p Qr Y ||—é S y
- =3 Copy ? High Importance
Paste |B I Ulla‘b?v A vHE = =| | Address Check Attach Attach Business Calendar Signature | Follow Spelling
- fFormatPainter = —_ = == Book Mames File  Item Card~ - Up~ § Low Importance -
Clipboard F] Basic Text [F} Mames Indude ) Options [ || Proofing
This message has not been sent.
- Andre Brisson;
=
send
Subject: secure encrypted email attachment
Attached: | [73 testencryption.wna (11 KB
g---.- 1 IR R I I R \ g - \ X R I
Hi
You can get this encryption program for FREE by going to

You can get the FREE decryption program by going to

www.whnlabs.com/downloads/AutonomousPrivacyProjectEmailStrongEncryptor.zip

www.whlabs.com/downloads/FREE Decryptor.zip
Individuals, bloggers, social media users and vendors are free to pass on the link for the free security software to persons in the United States and Canada,

When the attachment is double clicked in the email the following dialog box comes up. Click Open since
you know the source.

-

Opening Mail Attachment M
@ ¥ou should only open attachments from a trustwarthy source
~ -4

Attachment: testencryption.wna from secure encrypted
email attachment - Message (HTML)

Would you like to open the file or save it to your computer?
oo ] |

Save ]

Cancel

e linff

Always ask before opening this type of file

B and Canada.

The decryptor dialog box comes up and the recipient enters the pre-agreed pass phrases and clicks the
Decrypt button to decrypt the file
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(Ca)\ & T < ted e sttachment - Message (+TML) A

n
R
Message Developer
3% X - ¢ - = p )
Al A} 2 x MH &y S safe Lists ~ — Ao
Y R i =l 3 Related ~
Reply Reply Forward | Delete Moveto Create Other Block Categorize Follow Mark as
to All Folder~ Rule Actions~  Sender . Up~ Unread 2
Respond Actions Junk E-mail ] Options F Find
From: Andre Brisson
To: Andre Brisson
Cc
Subject: secure encrypted email attachment
| Message | [ testencryption.wna (15 KB} Whitenoise'abs
| @ e-Mail attachment decryptor
Hi
You can get this encryption program for FREE by going to: Please enter the 2 Passphrases exactly as required. [CASE DOES MATTER]
www.wnlabs.com/downloads  passphrase #1 = ]
You can get the FREE decryption program by going to: Passphrase #2 l xxxxxxx ‘
Decryption Key |Defau|t Key :J
Individuals, bloggers, social media users and vendors are free to pass ada.

Language Decrypt | Close About |

And you can see that the file has decrypted to the original file name. (We encrypted the decryptor link in

this example and gave it the name of testencrypt.

B =

decryptor  testencrypt...
link

Thank you. For additional questions please write to info@wnlabs.com

For learning materials on how Whitenoise one-time-pad super keys are constructed please visit
www.wnlabs.com.
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Installing the FREE decryptor

In the same folder of the Autonomous Privacy Project zip file you will see the FREE Whitenoise
Decryptor folder. Click on it.

Mame

. FREE Whitenoise Decryptor
. FREE Whitenoise Strong Encryptor

Click on decryptsetup and follow instructions.

Mame Type

B decryptsetup Application

After installing the decryptor you can decrypt any file with your pre-arranged pass phrases.
SIMPLY DOUBLE CLICK ON THE ENCRYPTED FILE FOR THE DECRYPTOR APPLICATION TO BE INITIATED.

There are no right click functions on this free ware version of the Whitenoise strong encryption
application.

Colleagues can download the decryptor from:

http://www.wnlabs.com/downloads/FREE Decryptor.zip



http://www.wnlabs.com/downloads/FREE_Decryptor.zip

